Guidance for Threat Assessment Record Management

Family Educational
Rights and

Privacy Act (FERPA),
34 CFR § 99.8 What
provisions apply to
records

of a law
enforcement unit?

(a) (1) "Law enforcement unit" means any individual, office, department, division, or other component of an
educational agency or institution, such as a unit of commissioned police officers or non-commissioned security
guards, that is officially authorized or designated by that agency or institution to-
(i) Enforce any local, State, or Federal law, or refer to appropriate authorities a matter for enforcement of
any local, State, or Federal law against any individual or organization other than the agency or institution
itself; or
(ii) Maintain the physical security and safety of the agency or institution.
(2) A component of an educational agency or institution does not lose its status as a "law enforcement unit" if it
also performs other, non-law enforcement functions for the agency or institution, including investigation of
incidents or conduct that constitutes or leads to a disciplinary action or proceedings against the student.

(b) (1) Records of law enforcement unit means those records, files, documents, and other materials that are-
(i) Created by a law enforcement unit;
(i) Created for a law enforcement purpose; and
(iii) Maintained by the law enforcement unit.

(2) Records of law enforcement unit does not mean —

(i) Records created by a law enforcement unit for a law enforcement purpose that are maintained by a
component of the educational agency or institution other than the law enforcement unit; or
(ii) Records created and maintained by a law enforcement unit exclusively for a non-law enforcement
purpose, such as a disciplinary action or proceeding conducted by the educational agency or institution.

(c)(1)Nothing in the Act prohibits an educational agency or institution from contacting its law enforcement unit,
orally or in writing, for the purpose of asking that unit to investigate a possible violation of, or to enforce, any local,

State, or Federal law.

(2) Education records, and personally identifiable information contained in education records, do not lose their
status as education records and remain subject to the Act, including the disclosure provisions of § 99.30, while
in possession of the law enforcement unit.

(d) The Act neither requires nor prohibits the disclosure by any educational agency or institution of its law
enforcement unit records.
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Guidance for Threat Assessment Record Management

Recommended
Practices for
Virginia College
Threat Assessment:
Section V.
Confidentiality and
Information Sharing

4. Threat assessment files should be maintained in the law enforcement security records of the institution
rather than in the subject’s education records or employment records.

6. Institutions that do not have an internal law enforcement agency may designate a particular office or school
official to maintain threat assessment records. In all cases, threat assessment records should be regarded as law
enforcement/security related records, even if the person in charge of maintaining the records is not a sworn law
enforcement officer. The person designated as the campus safety official for the purpose of fulfilling Clery Act
requirements may be appropriate.

7. The creation of a threat assessment file will not prevent use of other records according to existing practices.
For example, disciplinary actions that would ordinarily be included in the subject’s educational or employment
record should continue to be placed in those records. Incidents of threatening behavior that would ordinarily be
recorded in an institutional file, such as an employment record, should continue to be placed in those locations.

American National
Standard
(ASIS/SHRM
WVPI.1-2011):
Workplace Violence
Prevention and
Intervention.
Section 6.2.7
Centralized Record
Keeping.

The workplace violence prevention and intervention program should include a system of centralized record
keeping, making sure that all reports made under workplace violence prevention policy are recorded and tracked.
A system of centralized record keeping becomes especially important in large organizations, where offenders can
at times move to various positions within the organization. Record keeping will also allow for ongoing monitoring
of incidents to identify high-risk areas within the workplace, or customers, clients, or patients who repeatedly
demonstrate problematic behavior.

All information in such reports should be handled with the highest degree of confidentiality and shared on a
strict “need-to-know” basis for the purposes of Incident Management and follow-up monitoring by current and
future management.
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